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MporpaMmmHbIn kKomnnekc CK-11

"MporpammHbIn komnnekc CK-11" — 310 obLee Ha3BaHve
VH(OPMaLMOHHO-TEXHUYECKOM NNAaTOPMbl C M3MEHsIEMbIM HABopoMm
NPUINOXEHUA ANA CO34aHUS aBTOMATU3UPOBAHHbIX CUCTEM
onepaTMBHO-ANCNETYEPCKOro, TEXHOSOrMYECKOro U CUTYaLIMOHHOIO
yrnpaBrieHns o6beKkTamu anekTpoaHepreTkn. CocTtaB NPUNoXeHui
3aBUCUT OT Kpyra 3agay, peLLlaeMblX LLEHTPOM yrpaBrieHus, U MOXeT
MEHSITbCS B NpoLecce 3KcniyaTaumu.

MpunoxeHus paboTatoT C MCMOSNb30BaHNEM VHTErPALIMOHHON
cepsepHon nnatdopmbl CK-11 nog ynpasnenvem OC Astra Linux ¢
ncnonb3oBaHvem BcTpoeHHon CYB/] PostgreSQL.

B HacTosawem ToMe npuBeaeHo onucanve npunoxexns "Cepsuchl
poctyna k nybrimiHomy API CK-11" — nporpamma gns 3BM
"CK11.Integration Services".



CK-11
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92AMANEKTPMUK
ABTOpCKMe, UMyLLeCTBEeHHbIe NpaBa U o6lwme NonoXKeHUsA No UCNONb30BaHUIO AOKYMEHTA

HacTtosiumii OKYMEHT NnepecmaTpruBaeTCs Ha PeryrnsipHo OCHOBE C BHECEHMEM BCEX HEODXOANMbIX UCIPABNEHNIA 1
JOMNONMHEHMWI B CneaytoLme BbINyCcKM.

MpeanpuyHATEI BCe Mepbl ANs Toro, Ytobbl coaepallascs 3aecb nHdopmauns Gbina MmakcMMmanbHO akTyanbHOW 1
TOYHON, TEM HE MeHee, KomnaHusa MoHUTOp ONEKTPUK He HECET OTBETCTBEHHOCTY 3a OLUMOKM NN YNYLLEH WS, a TaKxXe
3a nmobon ywep6, NPUUMHEHHBIV B pe3yrnbTaTe UCNONb30BaHUA coaepXKallencs 3aecb nHdopmaumm.

O TEXHUYECKUX HETOYHOCTSIX MU oneYyaTkax Bbl MOXeTe coobumTs B Cnyxkby TexHuueckoin nogaepxku MoHutop
OnekTpuk. Mbl 6yaem paabl BalMM 3aMeYaHusM 1 NPeaioKEeHNUsIM.

CopaepxaHune AaHHOro JOKyMeEHTa MOXeT OblTb M3MeHeEHO 6e3 npeaBapuUTeENnsLHOro yBegomneHus. Nepeq,
Mcnonb3oBaHMeM yoeanTech, YTO 3TO akTyanbHas BEpPCUS, COOTBETCTBYIOLLIASE BEPCUMM UCMONb3YIOLLENCst cucTemMbl. [ns
Nomy4eHNs akTyanbHON BEPCUN Bbl MOXeTe obpatmTbCca No agpecaM, ykasaHHbIM Ha cante www.monitel.ru.
[aHHbBIN JOKYMEHT coaepXuT nHcopmauuio, Kotopas ABAseTCa KoHUAeHUMansHoW u npuHaanexuT MoHuTop
OnekTpuk. Bce npaBa 3awmiueHbl. He gonyckaeTcs konupoBaHue, nepegava, pacnpoctpaHeHme n uHoe
pasrnalleHue cogepaHusi 4aHHOTo AOKYMEHTA, a TakXKe, MobbIX BblAEPXKEK N3 HEro TpeTbum nuuam 6e3
nMcbMeHHOro paspelleHns MoHuTop OnekTpuk. HapylumTenu HecyT OTBETCTBEHHOCTL 3a yllepb B COOTBETCTBUM C
3aKOHOM.

HasBaHus NpoayKTOB M KOMMAHWIA, YNIOMSIHYTbIE 34€Ch, MOTYT SIBNSITbCSA TOProBbIMM MapkaMu COOTBETCTBYHOLLMX
BnagenbLes.

Mpoaykunsa, onsa KoTopou pa3paboTaHa HacToALWAS AOKYMEHTaUmMs (QOKYMEHT) ABMAETCH CMOXHBIM NMPUKNaaHbIM
nporpamMHbiM obecrneyeHnem, kotopoe fanee dyaet umeHoBaTbCs «1porpaMmMHbIN NPOAYKTY.

KomnaHusa MoHuTOp SnekTpuk octaBnseT 3a cobor npaBo BHECEHUNS MOObIX UI3MEHEHUI B HACTOSALLYIO
OOKyMeHTauuo.

MapaHTHA

KomnaHus MoHuTOp ONeKTpuk rapaHTMpyeT yCTpaHEHWE BbiSIBNEHHbIX B [IporpaMMHOM npoaykTe AedeKkToB.
WcnpaeneHHble Bepcun NporpaMMHOro npoaykTa npeAocTaBnsiioTcs B BUAe OOHOBMNEHNS.

JedekTom npnsHaéTtcsa oTkNoHeHne dyHKLMoHanbHoOCTK MNporpamMHOro npoaykTa OT COOTBETCTBYIOLLETNO ONUCaHUS,
NpuBEAEHHOIO B HACTOSILLEW AOKYMEHTauuu, NpensTCTByoLee HopManbHOW 3KkcnnyaTaumm MNporpaMmMHOro NnpoaykTa,
npw ycnosun cobnioaeHns TpeboBaHUN K opraHu3auny sKkcnnyaTaumm, NpUBeAEHHbLIX B HACTOSILLEN JOKYMEHTaLMM.
[onyckaeTcsa HecylleCTBeHHOE pasnuune akTM4eckon yHKLMOoHanbHOCTM MNporpamMHOro npoaykTa n onmcaHus,
NpuBEeAEHHOINO B HACTOSILLEN JOKYMEHTALMM, NPU YCITOBUK, YTO 3TO HE BNUSET 3HaUMMbIM 06pa3om Ha npolecc
akcnnyatauyuu.

MpaBuna 6e3onacHou aKkcnnyaTauuMm M orpaHU4YeHUe OTBETCTBEHHOCTU

MporpammHbIN NPOAYKT PYHKLIMOHMPYET B COCTaBe CUCTEMBbI, BKITIOYatoLWen MoMmmmMo camoro lNMporpaMmmHOro npoaykta
KOMMbIOTEPHOE annapatHoe obecnevyeHne, CUCTEMHOE 1 cneumanbHoe NnporpaMMHoe obecrneyeHune, CerMmeHTbI
BbIYMCIUTENBHON CETU — faniee COBMECTHO MMeHyeMble UHpacTpykTypoli. CoBpeMeHHas MHGpacTpykTypa, B
KOTOpOW chyHKLMOHUPYET MporpamMmMHBbIvi NPOAYKT, BKIKOYAET CNOXHOE annapaTtHoe U nporpaMmHoe obecnevyeHue,
KOTOPOE MOXET MOAEPHU3NPOBaTbCs M 06HOBNATLCA He3aBucumo oT MNMporpammHoro npoaykTa. lNoatomy ans
6e3onacHon n 6ecnepeboriHon akcnnyaTauuu lNMporpaMmMHOro NnpoaykTa nepes BBOAOM €ro B MOCTOSIHHYIO
aKcnnyatauuio JormkHa 6biTb paspaboTtaHa akcnnyaTaunmoHHas 4OKYMeHTaumsa Ha cucTemy B uenom. Hacroswmin
OOKYMEHT npefHa3HayeH ansa obneryeHns nonb3oBaTento (3KCNyaTpylLLen opraHndauumn) 3agadm paspaboTtku
COBCTBEHHOW 3KCMyaTaLMOHHOW AOKYMEHTaumMm Ha CUCTEMY.

[ns nosblweHnsa 6esonacHocTn n 6ecnepebonHOCTM aKkcnyaTaumum cuctem Ha 6ase MNporpammHoOro npoaykTa
HEeo6X04MMO BbINOMHSATL CreayloLLe OCHOBHbIE Tpeb0BaHMA NO opraHu3auuy akcnnyatauum (apyrme TpeboBaHust n
peKkomMeHAaumMmn MOryT cCoAepXaTbCsi B COOTBETCTBYIOLLMX pasaenax AoKyMeHTa):

* Peanusauus v akcnnyatauyusi aBTOMaTM3MpOBaHHbIX CUCTEM, B COCTaBe KOTOPbIX OYyHKLIMOHMPYET [porpaMmHbIN
NPOAYKT, OMKHbI OCYLLECTBNSATLCA HA OCHOBE NPOEKTHON AOKYMEHTaLUMK, Npy paspaboTke KOTOpon npopaboTaHsbl
M COrnacoBaHbl C 3KCNNyaTUPYOLLE opraHu3auuen Bce BONPOChl COBMECTUMOCTU U MHTErpaLMm KOMMOHEHTOB,
BKkrtoyas MNporpaMMHbIN NPOAYKT.

» QkcnnyaTtauusi NMporpaMMHOro npoaykTa AoMKHA NPOBOAMTLCSl B COOTBETCTBUM C 3KCNMyaTaLMOHHOW
OOKyMeHTauuen akcnnyaTupyloLlei opraHmsaumm, a Takxke pekomeHgauusamum Cnyk6bl TexHMUYecko NoaaEPXKKN
MoHuTOp SnekTpuk.
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* B akcnnyaTauMoHHON AOKyMEHTauun AOMKeH ObiTb ONMcaH MexaHU3M B3anMOAENCTBUS CneuuanncTos
3KCMNIyaTupytoLwen opraHnsaumm (agMUHUCTpaTopbl, Nonb3oBatenu) co Cnyx6on TexHn4eckon NoanepKKN
MoHuTOp SneKkTpuK, BKNoYas pernaMeHT BbIMOMHEHUS PEKOMEHAALMIA 1 NOATOTOBKU OTBETOB HAa 3anpochl
JononHuTenbHow MHdopmaumm Cnyxk6bl TexHUYeckon noaaepxkm MoHUTOp DNEKTPUK B X0A€ LUTATHOM
3KcnnyaTauumn 1 ycTpaHeHust HapylieHuii B paboTe MNporpamMHoro npoaykra.

» 3anpeLleHo MCnonb30BaHMe HELLTaTHbIX CPEACTB, HE BXOASLLUMX B cocTaB [porpaMMHOro npoaykta unu He
OMUCaHHbIX B 3KCMNNyaTaUMOHHOW AOKYMEHTauuu, B TOM YNCIE UHCTPYMEHTOB Ansl BHECEHUSI U3MEHEHWI B 6a3bl
AaHHbIX [IporpaMMHOro npoaykTa.

» AnnapaTHoe obecnedeHne, cMCTeMHoe nNporpammHoe obecnedeHne, BHELLHEE NpOrpaMMHoe obecrneveHme,
B3amMogencTeyoLlee ¢ lNMporpaMmmMHbIM NPOAYKTOM unu paboTatowee Ha obLiein ¢ HAM annapaTtHow nnaTdopme, a
Takxe gpyrasa NT-uHdppacTtpykTypa, obecneunsatowasn paboty [porpamMHOro npoaykTta, AOMKHbI ObITe
COBMECTUMbI C 3KCNIyaTupyemon Bepcuen [porpammHoro npoaykta n dyHkUMoHupoBaTe 6e3 cboeB.

* B cooTBETCTBUM C 3KCNyaTaLMOHHOW JOKYMEHTALMEN N BHYTPEHHUMU pPErnamMmeHTamMm 3KCnnyaTupyoLLen
opraHusauuu, c onpeaenéHHon NepmoaMYHOCTLI0 AOIMKHbI BbINOMHATLCS crieaylowme npodmnaktmieckme
MeponpuaTus:

— nepesarpyska CepBEPOB U KITMEHTCKMUX paboumx CTaHLMI, HA KOTOPbIX YCTAHOBMEH MporpaMMHbIA NPOJYKT;

— YCTaHOBKA KPUTUYECKM BaXKHbIX OOHOBNEHUI CUCTEMHOIO NPOrpamMmmMHoro obecneyeHns, BHELHETO
nporpamMmmHoro obecneveHuns, B3ammogencraytowero ¢ lMporpaMmMHbIM NpoAyKTOM unu paboTatoLero Ha obLen ¢
HUM annapaTHON NnaTgopme;

—ob6HoBneHne aHTMBMpPYCHbIX B[] Ha cepBepax 1 KNMEHTCKMX pabounx CTaHUMSX, HA KOTOPbIX YCTaHOBINEH
[MporpaMmHbIN NPOAYKT;

— npoBepka u obecneyeHre JOCTaTONHOCTU annapaTHbIX PECYPCOB;

— NpoBepKa XXypHarnoB onepaunoHHON cuctemMbl 1 NMporpammMHOro NpoAykTa Ha Hanuume 3anncen ob owmbkax n
yCTpaHeHue NpUYNH X BO3HUKHOBEHUS;

— MOHUWTOPUHT KOppekTHoW paboTekl ceTeBoro obopynosaHus JIBC, koTopoe yyactByeT B 0OMeHe AaHHBIMUW MexXay
KOMnoHeHTamu [MporpaMMHOro NpoaykTa, a Takxke mexay NporpaMMHbIM NPOAYKTOM Y BHELLHUMU CUCTEMaMU.

* PernameHT (NepnmoauyYHoCTb, YCNOBUS) BbIMOMHEHMS NPOodMNakTMYecKux MeponpusTuii onpeaensieTcs
3KCMyaTUpYIoLLE opraHM3aLmein CaMmoCToSITENbHO B 3aBUCMMOCTY OT YCIOBUI 3KCMnyaTaumm ¢ y4EToM
pekoMeHAauni, NpUBEAEHHbIX B HACTOSALLEN JOKYMEHTALMK, N pekomeHaaumnin CrnyxObl TEXHUYECKON NOAAEPKKM
MoOHUTOp SNEKTPUK NPX UX HANUYNN.

* [Mpun ncnonb3osaHum MNporpamMmMHOro NPoaykTa ANs BbIMOMHEHNS BaXKHbIX ONepauuii, KOTopble MOTyT IPMBECTM K
BO3HUKHOBEHWIO 3HAUMTENbHbIX YObITKOB UMW CBA3a@HbI C PUCKaMu ANS XXU3HUW U 340POBbS MoAeN, NoNb3oBaTenb
lMporpammHoro npoaykTa AomkeH yoeanTbCcs B TOM, YTO [porpammHbI NPOAYKT M MHpacTpykTypa yHKLMOHUPYIOT
B LUTAaTHOM pexunme, 6e3 c6oeB, a nocne 3aBepLleHUst onepaumm — yoeanTsCcs B TOM, YTO OHa BbINOMHEHA
KOPPEKTHO.

* Bce 3Haunmble anst obecneveHmns 6esonacHoi akcnnyatauum NporpaMMHOro NpoaykTa pernameHTHblie onepauum
1 npodmnakTMyeckne MeponpusiTus, a Takxke dakTbl NPOBEPKM FOTOBHOCTA CUCTEMbI K BbIMONTHEHWNIO BaXKHbIX
onepaumin n akTbl YCNELUHOro BbIMONMHEHWS BaXXHbIX ONepauuin 4omMKHbI rkcMpoBaTbCs B ONepaTMBHOM XypHarne
aKkcnnyaTaunm Unu NoaTBEPXKAaTbCs APYTUM HaAEXHbBIM COCOOOM — Ha YCMOTPEHME 3KCMNyaTUpytoLLen
opraHusaumu. JkcnnyaTipylowas opraHm3auns AomKHa NpeAoCTaBnsATe KONUN 1 BbINMUCKYU U3 ONepaTuBHOIO
XypHana akcnnyatauuuy no 3anpocy Cryx6bl TexHuyeckon nogaepxkum MoHMTop SnekTpukK.

KomnaHua MoHUTOp OnekTpuKk He HECET OTBETCTBEHHOCTYU 3a YNYLLUEHHYIO 9KOHOMMWYECKYIO BbIroAy, YObITKM unu
npeTeH3nmn TpeTb X NnL, BKNtoYas niobble NpsiMble, KOCBEHHbIE, CnyvaiiHble, cneumanbHble, TMNUYHbIE UNn
BbITEKAOLLeE YObITKM (BKIIOYAS, HO HE OrPaHUYNBAsIChb, yTpaTy BO3MOXHOCTW NCMOMb30BaHMWS, NOTEPIO AaHHbIX UNN
npunbbinn, NnpekpaLleHne AesTenbHOCTM), NnponsoLweame npu niobon cxeme 0TBETCTBEHHOCTU, BO3HUKLLUNE
BCrNeACTBUE NCNOb30BaHUS UMM HEBO3MOXHOCTU UCMOMb30BaHWA [porpamMHOro npoaykTa, Aaxe ecnv o
BO3MO>XHOCTU Takoro ywep6ba 6bino 3aseneHo.

© AO "MoHumop 3nekmpuk”, 2022



5 CK-11

1. My6nunuyHoe API CK-11

My6anuHoe Be6-API CK-11 noctpoeHo Ha 6a3e HTTP-3anpocoB 1 onvcaHo B COOTBETCTBUM
co cneundukaumerr OpenAPl. Takoe onucaHve no3sonseTr GopManbHO onpesennTb
dopmatbl 3anpocoB, OTBETOB U JaHHbIX. Kpome TOro, CywecTBYHOT WHCTPYMEHTHI,
aBTOMaTUUeckn reHepupyowme KOJ BbINOJHEHWA 3anpocoB ANA  Pa3/IMYHbLIX A3bIKOB
nporpamMunpoBaHusa no daiay c onncaHnem B cootseTcTBumn ¢ OpenAPl.

JoxymenTauuma k nybanunomy APl CK-11 ¢ BO3MOXHOCTbIO BbIMOJAHEHWS 3aNpOCOB AOCTYNHa
B crneuuanbHoM Beb-npunoxeHun “MybanuyHoe APl CK-11", ana BbI30Ba KOTOPOro
HeobxoAMMO B ajpecHOW cTpoke bpaysepa ykasaTb NyTb caefyrowero gopmata: <ums
cepBepa>/public-apil.

JocTyn k Be6-npunoxenmto "MybanuyHoe APl CK-11" ocyuiectBaseTca ¢ NomMoLpto Cayx6Obl
aBTOpu3aunn ansa Beb-npunoxeHuin. Pabota nybamuHoro Be6-APlI CK-11 obecneunBaetcs

cepBepHbIM Npunoxexvem "Beb-cepsuc MybanuHoro API".

Mo ymonuaHWIo 3anpockl BbIMOJHAKTCA K MoAensaM “lNaBHbIN UCTOUHMK AaHHbIX" 1 "Mogenb
onepaTMBHbIX AaHHbIX". [lapameTpbl KoHOuUrypauum Beb-cepBmuca nybamnuHoro API
NO3BOJIAKOT HACTPOUTb 3aMpPocChl K APYrMM MOJENAM, a TakkKe OrpaHWUMBalOT BblMOJIHEHME
HEKOPPEKTHbIX/peCcypcoémKknx  CKpunToB. HacTpornka  KoHurypaumm  Beb-cepBuca

paccMoTpeHa B pa3gene "Hactpoiika napameTpoB KOHGUrypaumm Beb-cepirca nybaM4Horo
API".
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Be6-cepBuc My6nuuHoro APl (WS_PublicApiGateway.dll) 6

2. Beb6-cepBuc lNybnuuHoro API
(WS _PublicApiGateway.dll)

CepBepHOe NpUIOXeHWe NpesHa3HayeHo ana obecneyeHns GyHkumi nybavyHoro APl CK-

1

Crpoka noakntoueHuns: @ @BASE_WEB_PUBLIC_URL@@/api/public

Habop BXxoAHbIX NapamMeTpoB 1 UX KOHUTypaums:

MapameTp

OnuncaHue napameTpa

O6sa3atenbH | 3HauyeHwue no

yMoJiuaHUIo

Cnvcok aapecoB, KoTopble Byaet

http://127.0.0.1:

urls npocCayLWmBaTh CEPBUC, TO eCTb CNCOK 6352
KOPHeBbIX apecoB cepsBuca
[MyTb K cosepXvMoMy cepBuca
(KOHOUrypaLmoHHbIM 1 apyrum darinam). Ecan
3Ha4eHWe MapaMeTpa He 3aJaHo, NCMOJb3yeTcs
contentroot P P A Y

Tekylas AVpeKkTopws npu 3anycke. Ecam ykasaH
OTHOCUTEJIbHBIN MyTb, TO OH BbIYNCASIETCS OT
KaTasora c UCMOHAEMbIM halisioM

VlCI'IOfIb3yeMbIe napamMeTpbl 3anycka:

— OauH 3k3emnanap;

— B pabore;

— Ha ocHOBHOM,;

— Ha pe3epBHOM;

— Ecan gomeH pesepBHbIN.
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7 CK-11

3. Hactpomnka napameTpoB KOH(puUrypaumm
BeO-cepBuca nyonuyHoro API

Mo ymonuaHuto B ny6anuHom APl AOCTyMHO BbINOJHEHME 3anNpocoB K Moaensam “lnaBHbIN
WMCTOYHUK JaHHbIX" 1 "Mogenb onepaTtmBHbIX AaHHbIX". [na poctyna K ApyruMm mMoaenam

Heobxoanmo nob6aBuTb cneumnann3npoBaHHbIn napametp:
Plugins:ObjectModels:Models:<UID> (rae <UID> 3ameHAeTcA Ha  YHMKaAbHbIN
naeHTMdUKaTOp MoZenn), 3HauyeHwe MO YMONUAHUK — true. Y3HATb YHMWKaAbHbIN

NnaeHTUPUKaTOP MOZENM MOXHO, BbIMOJHMUB MOUCK COOTBETCTBYIOLEro e obbekTa knacca
ObjectDbContext B Mogenn "KoHdurypaums cuctembl” (Hanpumep, C MOMOLLbHO FPynnoBOro
peaaktopa obbekToB). [N npekpalieHma AocTyna K mojenn Heobxoammo ambo ykasatb B
3HaYeHMM COOTBETCTBYIOLLENO € NapameTpa false, MO0 yaannUTb JaHHbIA NapamMeTp.

Ans Toro, utobbl obe3zonacnTb Beb-cepBuc NybanyHoro APl OT 3aBeOMO HEKOPPEKTHbIX
CKPMNTOB/NO3BO/IUTb BbINO/HATL PECYPCOEMKME CKPUMTbI, KOTOPbLIM He XBaTaeT 3HaueHu No
YMOJIYaHWIO, NCMOJb3YIOTCA CefytoLime creuunanm3npoBaHHble napaMeTpbl KOHOUrypaLmm:

e Plugins:ObjectModels:Scripting:TimeLimit — OrpaHUYeHNe BPEMEHW BbINMOJHEHMS
lua-ckpmnta B 3anpocax AaHHbIx Mogenei. PopmMaT 3HauyeHMs MapameTpa TimeSpan
hh:mm::ss, Hanpumep: 00:01:00 (1 MuHyTa). 3HaueHrne No ymonuaHuo — 10 MUHYT,

® Plugins:0ObjectModels:Scripting:TotalRecordsSizeLimit - MaKCNManbHO
,CI,OI'IyCTI/IMbIIZ pa3mep OTBETa Ha CKpVII'ITOBbII‘/JI 3anpocC JAaHHbIX Mo4enn B baniTax.
3HaveHwue no ymonyanumio — 100 M6;

® Plugins:0ObjectModels:Scripting:StdoutSizelLimit — MaAKCUMaJIbHO AOI‘IyCTVIMbIVI
pa3Mep OT/NaJOMHOTO BbIBOAA CKPUMTOBbIX 3anpocax JaHHbIX Mogenn B OanTax.
3HaueHune no ymonvaxumo — 10 M6.

© AO "MoHumop 3nekmpuk”, 2022



